AIMHUHHUCTPALIAS TOMCKO OBJIACTI
IHOCTAHOBJEHHUE

19.10.2016 Ne 334a

06 oTenbHEIX Mepax 1o obecreyeHiio 6e30macHOCTH
TepCOHANBHEIX JAHHEIX NPH nx obpaboTke

B COOTBETCTBMHM ¢ WYacTLio 5 crathm 19 @esepanpHoro 3akona oT 27 HHOA
2006 roga Ne 152-@3 «O nepcoHanbHEIX JaHHBIX)

ITOCTAHOBJIIIO:

1. Yreepmuts Ilepeuers  yrpo3  0e30MacHOCTH — TEPCOHATBLHBIX — JaHHEIX,
aKTYaTLHBIX TIpd 06paboTKe MEepCOHANBHBIX JaHHBIX B HH(OPMAIMOHHBIX CHCTEMAX
NEepCOHATBHLIX  NaHHBIX ~AnMuHuctpanyd Tomckolf  006macTd, SKCIIYaTHPYEMBIX
IpH OCYIIECTBIEHHH COOTBETCTBYIOLIMX BHJIOB JEATEIBHOCTH, C y4eTOM CORCpKaHNA
TIEPCOHAIBHBIX JAHHLIX, XapakTepa ¥ crocobos ux 00paboTKi COIJACHO MPHIIOKEHHIO
K HACTOSIIEMY OCTaHOBIIEHHIO.

2. Koutpons 3a HCHOJHEHHEM  HACTOANIErO IOCTAHOBJICHHA  BO3JIOAHTE
Ha 3amecturens 1yGepuatopa Tomckod obmactu — HaganpHuka KOHTPOIBHO-
PEBU3HOHHOTO ypasnerus Anmusncrpanuy Tomekoii odnactn Hlecrakosa AB.
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VYTBEPXKIEH
nocTanopieHHeM AIMUHMCTPALHH

TomcKoi obnacTH
oT 19.10.2016 No 3344

Ilepeuens
yrpo3 6e30MacHOCTH NIepCoHalbHBIX JaHHbIX, aKTYalbHBIX Ipi 00padoTke
TepCOHATBHLIX AaHHBIX B HHQOPMAIMOHHBIX CHCTEMAX TIEPCOHANLHBIX JaHHLIX
Apmunncrpanun ToMekoil o6nacTi, SKCIITyaTHPYEMbIX TPH OCYILECTBICHHN
COOTBETCTBYIOUINX BUIOB ACSTENLHOCTH, C YHETOM COACPKaHHSA TEPCOHANBHEIX
JlaHIIBIX, XapaKkTepa i criocoboB ux obpaborkn

1. Vrposk! yTedks HHQOPMALUH 110 TeXHWYECKHM KaHanaM:

1) yrpo3n! yTeuky akycTHyeckoii (peueroil) nudopmauiu:

YIPO3LI BHEAPEHUS CHElHaIbHbIX 3BYKO3AMMCBLIBAKOLINX 3NCKTPOHHEIX YCTPOHCTB
B IIOMELICHHS;

2) Yrpo3sl yTe4KH BIIOBOH HH(OpMalN:

YIpo3bl yTeYKH BIHJI0BOH HHOpMaLH ¢ 3KpaHa JMCIIEEs;

YIpOo3Ll YTEUKH BUA0BOH MHGOPMAIIMH C TEXHHYECKHX CPENCTB,

yrposst 06paboTky rpadryeckolf, BUaeo- # OYKBCHHO-LUHGPOROI HHDOPMALHY;

YTPO3LI BHEAPCHHS CHCUHAMLHBIX BUIE03ANCHIBAOLINY JTEKTPOHHLIX YCTPOHCTB
B IIOMELICHHS;

3) yrpo3sl YTeUKH MHQOPMal{K 10 KaHanaM NODOYHLIX DIEKTPOMArHHTHBIX
M3nvyeHuii 1 Hapoaok (nanee — IIDMIH).

yrpo3ssl yreuku no kasanam IIOMIH nndopMaTHBHEIX CHIHATIOB OT TEXHHYECKHX
CPEJICTR U JIMHUH Hepeayn HHpopMaLuu;

YI'PO3bl HABOLOK MHGOOPMATHUBHOIO CHI'HANA Ha LENM 3NeKTPOIHTAHUA H JIHHHHI
CBAI3H,

YI'PO3Bl YTEUKH pa/InOU3IIyUeHHs!.

2. ¥Yrpo3sl HECaHKIMOHHPOBAHHOIO JAOCTYNA K HH(OPMAIMOHHBLIM CHCTEMAM
TIEPCOHANLHLIX JTAHHBIX, BKIIOYAIONIHE B el

1) yTpo3sl, peanzyemble B X0/1e 3arpy3Ki onepaniontoi cucTeMsl:

YTPO3LI BRIABIEHHAS Naponeil wim uaenTudukaropa;

YTpo3sl MOJIHHUKAIIE TporpaMMHOro obecriedenns ©a30Boil CHCTEMB! BRBOJE —
BeIBONa (B10S);

YIpozbl  NepexBaTa YIpaBleHHs 3arpy3xoil ¢ MW3MeHEHHeM HeoDX0AMMOol
TexXHOI0rnuecKoi nudopmauuy;

2) yIpo3sl, peanu3yeMble TOCNe 3arpy3Ki ONepallioHHOi CHCTeMBL:

YIpO3bl  HECaHKIMOHHUPOBAHHOTO KONHUPOBAHMA 3alllHINAeMoi  HHQOpMaIi,
obpadaTeiraeMoli B MAGOPMALMOHHLIX CHCTEMAaX TNCPCOHANBHBLIX JIAHHLIX (damee —
HCTIIR);

YIPO3hi pasrianeHns (nybnuxanun) 3anacMoit uHQopMaun,
obpabarnizaemoit B MCT1)11;

Yrpozel pasrialierns (nyOnukanmi) cocTaga NporpaMMHO-aNNapaTHLIX CPEACTB
MCTHn;

YIpo3pl pasriaameiids (myOJHMKaiMKi) cocTaBa CPEACTB 3allUThl NepcoHalbHbIX
Jaungerx (panee — I1JIn);

YIPO3L! XHILEHKS AapaTHeIX CPEJICTB U HOCHTeNel nndopmari;




YIpO3LI HECAHKIIOHMPOBAHHOTO OTKMOYCHNS CPEICTB 3alHTLL

YIPO3bl  HECAHKIHOHMPOBAHHON MOIN(pUKAIMK  3aliacMoi HMH{(OpMaLNH,
obpabareizaemoii 8 MCI1/IH;

YIpo3bl  HEecaHKIIMOHWPOBAHHOIO  YHMHTOXKCHMS  3alliilaemMoli HHOOPMALINH,
ofpabareizaemoii B MCT1Hn;

YIpO36l  HECAHKIMOHMPORAHHON Momu(uKaind KOHQUIyPauul  IpHIIAioro
H crlelMansHoro nporpammuoro obecneyenns MCH .

VIPO3LI HECAHKIMOHWPOBAHHOTO YHHYTOKEHHS! TPHKIAHOTO W CICUHAIBHOI0
nporpaMmuoro obecrieyenns MCIHIx;

3) yrpo3bl 0TKa3a B 00CHyKMBaNHH:

YIPO3kl Hapylienng GYHKIMOHUPOBAHAS 1 0TKas cpejcTh obpadorkn MCTH

YIpo3bl-. Hapyllenns  (QYHKIHOHHPOBAaHHS M OTKa3  CPeACTB  XpaHchus
nindopMalny;

YIPO3b! HAPYIIEHAS (YHKIMORMPOBAHMS H OTKA3 CPEICTR 3aNTEI MH(OPMALII;

4) yrpo3bl BHEJIPCHUS BPEA0NOCHBIX TIPOTPAMM:

YTPO3LI BHEIPCHHS NPOrpaMMHON 3aKIalKy;

YIPO3bl BHEJPeHMs! (KJIaCCHHYECKOTo) TPOrpaMMHOI0 BUPYCa;

YIPO3LI BHEAPEHHS TPOrpaMMIIOH 3aKnaiki 110 CEeTH,;

YIPO3hl BHEAPEHHA (KIACCHYECKOT0) IPOrpaMMHOro BEPYyCa 110 CeTiH;

5) yrposw: ceTeroii fezolnacHocTH:

YIpO3LI BLISIBIECHIS [1aponeii;

Yrpo3Ll auanuza ceTeBoro Tpaduka, TEpelaBacMOre B0 BHELIHIOW  CeTh
I MPHHHUMAEMOTO U3 BHElIHel ceTn;

Yrpo3nl CKaHHPOBaHWs CeTH, HanpaBleHHLIE Ha OIpeielleHlne TONONOIHH CeTH,
BLISIBJGHHE THIIA OINEPAlIOHHON CHCTEMBI, CETEBBIX 4JpPECOB, OTKPBITLIX TOPTOB
W 3aMyIIEeHHBIX CITyXO;

YIpO3b! MOIM(PHKAIINH KOH(PUTYPAITHH CCTH;

YIPO3bl MOAH(HKAIINI CETEBLIX a/IPeCcoB;

YIpO3bl  HAaBSI3BIBAHMA JIOWKHOIO MaplipyTa IIYTEM HeCaHKIHOHHPOBAHHOTO
H3MEHEH S MAPUIPYTHO-aAPECHbIX JAHHDIX;

YIPO3LI BHEAPCHUA JIOKHOTO 00BEKTA CeTH;

VIPO3B1 IOAMEHBI IOBCPCHHOT0 00HLEKTa B CCTH;

Yrpo3bl CKPLITOrO OTKa3a B OOCTVIKMBAHMH, BLI3BAUHOIO IIPUBIEYEHHEM 4YacTH
pecypcos MCIT1;

YIPO3Ll OTKaza B OOCIHYKMBAHMH, BBLIZBAHHOIO nepejiaycii 3M0yMBIIUICHHHKOM
IIaKCTOB C HeTPAIHUHONHLIMHA aTpHOyTaMi;

yrpo3bl ABHOIO OTKasza B OOCHYKUBAliWM, BLI3BAHHOIO HCUEPHaHMeM PEecypeoB
MCT1Tn;

YIpO3Ll IBHOTO OTKa3a B OOCTY)XMBaHWH, BBIZBANIOTO HapyleHHEM NOrHYecKoil
CRAZAHHOCTH MEILY TexHnyecknMu cpejlcteaMi ACTIn;

VIPO3LI YJAANCHHOIO 3anycka NPHIOKEHUH NyTeM pacnpocTpaHcHHs (aiinos,
COIepIKAIINX HECAHKIHONIPOBANHEIH HCIONNIEMEIH KOI;

YIpO3Ll VIAJIEHHOr0 3alyCKa IIPUA0KEHUM ITyTeM HCIIONB30BAHNS BOIMOKHOCTCH
YIANCHHOIO YIIPABIeHHS CHCTEMOM,

6) yrpo3n! 6C30MacHOCTH CPEALl BUPTYAIH3allu:

YIPO3bI lIEPeXBaTa YIPaRICHNS cpeiol BUPTYyaln3aiii;

YIPO3LT HAPYIIEHMs H30ISLMN NOJB30BATENBCKIX JIaHHBIX BHYTPH BHPTYA!IbHOIN
MalllMHEL,




YITPO3Ll  HApYIIenus TPOUeAypsl ayTeHtHgmxainmy cyObeKToB BHPTYATLIOro
HHGHOPMALIOHHOIO B3aUMOJ1ei CTBHS,

YIpo3Ll papylueHus  rexuomoruu  obpaboTku  uH(OPMAIMK  IYTEeM
HECAHKIIMOHHPOBAHHOTO BHECEH S H3MeHEeH) B 00pA3L! BUPTYAIbHBIX MALIHI;

YIPO3kl  HECAHKIMOHUPOBAHHOIO JOCTYNA K  3allHUIACMbIM - BHPTYAILHLIM
MalliHaM K3 BUPTYANLHOH 1 (M) PU3HUECKOH CeTi,

YIpo3bl  HCCAHKIHMOHMPOBAHHOrO JOCTYHA K CHCTCME XPaHCHUs JAHHBIX
13 BUPTYanbHOH M (Mnn) Gu3nyeckoil ceTi;

YIpo3bl  HECAHKIMOMHPOBAHHOINO JIOCTYNA K XPasUMoif B BHPTYanBHOM
NPOCTPAHCTRE 3ainiaeMoil undopMannu;

YIPO3bl BEIX01a TIpolecea 3a Ipeieribl BUPTYalbioi MaiHHbL;

7) yrpo3sl  0e30macHOCTH  HCHONL30BaHMs B MEGOPMAINOHHON  cHeTeMe
TeXHO10rHit 6eCIPOBOHOrO JIOCTYIIA:

yIpo3st Hecankionuposangoro gocryna Kk MCTIIH no 6ecrnpoBORBIM KaHanam;

YyIpo3bl  moaxmiodenns K GecnipoBoAHOH  ceTH B 00XOJ  MPOLEIYPHI
ayTeHTH KA,

YTPO3LI NOAMEHLI DecPOBOIHOIO KINEHTd UM TOYKH JOCTYIA.

3. ¥Irpo3nl HeJNeKIAPHUPOBAHHBIX BO3MOKHOCTEH HpOrpaMMHoro obecrieyeHus,
BEKTIOYAIOINME B cehs:

1) yrpo3el  HapylmieHHs LEJIOCTHOCTH, KOHQUACHIMATLHOCTH, J0CTYIHOCTH
obpabarmpipaemplx  nepconambHnix  jganneix B MCII[Aun ¢ #Hemomn3oBannem
HEJICKIaPHPOBAHHBLIX BO3MOKHOCTEH B ONepallHOHHOI cHCTeME;

2) yrpo3pl  HApyLIeHHA HeTOCTHOCTH, KOIGHICHIHAILHOCTH, JOCTYTIHOCTH
obpabarbiBaeMeIX  nepcoHanpHpiX  ganeix B MCIIOn ¢ ncmoansopainem
HEICKNApHPOBAHHbBIX BO3MOAHOCTENR B IPUKIAJIHOM IIPOTPAMMHOM oDecrieueni.

4. YTposel napylmreneil 1 HanpapielMe BO3MOMHLIX aTaK NPH HCIOIL30BaITHH
CpeJICTB Kpunrtorpaduueckoii 3aumTet (1anee — CK3M):

1) npoBesenue arax Ha stane akciiyatanu CK3HM va cnenyromue oOLeKTH!:

noxymenTanuto Ha CK3M u xoMnonents! cpens! Gynkuuonuposanns CK31;

[IOMELICHHNs, B KOTOPBLIX HAXOAUTCS COBOKYIIIOCTL IPOrPaMMIIBLIX B TeXHHUYECKHX
DNEMEHTOB cHeTeM 0o0paboTkH JaHHLIX, cNOCODHLIX VHKIIMONHPOBATL CAMOCTOSTEILHO
MM B COCTABE JIPYTHUX CHCTEM, Ha KOTOPLIX peannsonannl CK31:

2) monydeHHe B paMKax MpEJO0CTABICHHLIX MONTHOMOYHI, @ Talke B pe3ylnTare
Hab:ronennii cieryromeii nHQOpPMAIIH:

cBeleHnl o GHU3MYeCKUX Mepax 3aliiThl OOBEeKTOB, B KOTOPBIX pasMelleHb]
pecypebl HIOopMaloONNol CHCTEMB;

CcBeJeHUN o Mepax no ofecneueio KOHTPONUPYEMOii 30HkI 00BEKTOB, B KOTOPLIX
pasMelleH bl pecypebl HHPOPMaLHOHHOA CHCTEMBI;

CBEICHNI 0 Mepax 1o pasrpaHHyeHdio JIOCTyNa B TOMENIeHHS, B KOTOPLIX
HAXOAATCA  CcpelcTRa  BLIYMCIHTeNLHOH Texumkn (manee — CBT), na  xoropeix
peannsoBannl CK3U;

3) ucnonw3oranue wtatHeix - cpejers  MCIIn,  orpammueHHoe  mepami,
peani30BaHHLIME B HMHQOpMAalMOHHON cucTeme, B KoTopol mcnonnsyercs CK3HM,
M HANPaBIEHIRIMA  HA TOPEJOTBPALIEEME MW IIPECEYEHNC  HEeCaHKIHOHMPOBAaHHEIX
HeficTBrH;

4) puznyecknii noetyn k CBT, na KOTOPLIX peain30Ballnl CK3H:




5) BO3MOIKHOCTE ~ BO3JIEiICTBOBATL  Ha  Anmnaparible xomnonenTtel  CK3H,
OrpaHMyeHnasg Mepamil, peali30BAHHBLIMHE B HHPOPMALOHHOI CHCTEME, B KOTOPOI
nenonnzyercs CK3W, ®  HanpaBleHHbIMH  Ha  NPCLOTBPAILIEHHC M TIPECCHCHHC
HECAHKIIMOHMPOBAHHBIX JICHCTRIH,

6) coananue crocofoB, IOJATOTOBKA M TIPOBENEHHE aTak C  IIPHRICTCHHENM
CHCLMATICTOR B OOJACTH AHATH3a CHTHAN0B, COMPOBOMNAIOMNMX (DYHKLHONHPOBAIIC
CK3M. 1 B o0JacTH MCHONL30BAHMA I peanHszanyy arak HELOKYMCHTHPOBAHHBIX
(HeCKIAPIPOBAHHLIX) BO3MOKHOCTEl NPHKIATHONO NPOTPaMMHOTO obecneucnns:

7) nposegenie  1abopaTOPHBIX — MCCICA0BAHMI] CK3M,  uenoas3yeMnrx
B¢  KOHTPOJNMPYEMOH  30HEL, OrpanHYeHHoe  MepPaMH,  Peani30BalHLIMK
B uHQOPMAIIORHOIl cucTeMe, B KOTOPOH MUCIIOJb3YETCs CK3M, u nanpapicHHLIMA
Ha [IpeIOTRPATIEHHE B TIpeceyeHe HeCAlKIHONMPOBAHHEIX ICHCTBHI,

8) nporesienne paboT 1O CO3JAHHIO CrOcoDOB W CPEICTR artaKk B HayHHO-
HCCIeI0OBATENLCKIX [IEHTPaX, CHeLHaii3upyIompxces B 06acTi paspaboTky ¥ ananisa
CK3M:

9) co3uanmie cnocoboB, TOATOTORKA ¥ TMPOBEIENHE arak ¢ NPHBICHEHHEM
CTICITHATUCTOR B ODNIACTH HCIIOAL30BANNS NS PEANIM3AIITH aTak HEJOKYMCHTHPOBAHHEBIX
(HELEKIAPUPOBANTEIX) BOIMOKHOCTCH CHCTEMHOTO IPOTPAMMHOr0 0DecTeeHIs;

10) BO3MOKHOCTH pacnonararsb CBCIIEHHSIMI, cojleprKalliMucs
B KOHCTPYKTOPCKOH JOXYMEHTAUUM Ha anmapartHble M TPOrpaMMHBIC KOMITOHCHTHI
CK3I1:

11) BO3MOXHOCTS BO3ACICTBOBATE Ba Mobsie kKoMroHeRTs! CK3MH.
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