[Tpunoxenne Ne2
MeToanuyeckue peKkoMeHAaluu

M0 HACTPOiiKe MPOKCH-CEPBEPa H YCTAHOBKH KOPHEBOT0 cepTHu(hUKaTa
NMPOBEPKH MOTJIHHHOCTH

Hacrpoiika npokcu-cepBepa u qo0aBIeHHe KOPHEBOTO CepTH(HUKATA IS
omnepanronHoi cucreMbl Microsoft Windows 10
1. dnsa Web-6pay3epa Mozilla Firefox

B Web-6payzepe Mozilla Firefox otkpsiTh Britaaky «HacTpolikm» 1 BBIOpaTh pa3ien
«IIpuBaTHOCTH M 3a1IUTA»

<« ¢ @ © Firefo about:preferences#privacy
® Bawa OpraHu3auna 3anpetuia BO3MOXHOCTE M3MEHEHWA HEKOTOPDLIX HACTROeK. Haiitn B HacTpoiika
F& Ocroshue MpuBaTHOCTL Bpay3epa
Q Hauano BioKMpoBKa coAEpXKUMOro
BAOKKMPYET CTOPOHHEE COAEPXKMMOE, TAKOE KaK PEKNAMAE MNK KO, KOTOPOE MOXET 3aMEATUTh  BaceTaHOBMTH MO YMOAUHUIO
:k Lonex MpOCMOTP CTPEHKL M OTCAEXMWBaTh Bac B MHTepHeTe. YCTaHOBUTE CBOM HaCTPOMKY, UTOBkI
. Wcknouenua...
ﬂ MpuBaTHOCTL 1 0BECNEUNTh HaUAYUL WA BaNaHC 3aLUMThl M MPOU3BOANTENbHOCTM.
SEWHE MNoapobhee

BuibepwTe, uto H10KMPOEBATL

[TponucTars cTpaHuIly BHU3, 10 pa3zjaena «CepTudukaThl», 1 HaKaTh HA KHOIKY
«IIpocMoTp cepTUPHUKATOB. . .»

CepTtugmkatbl

Koraa cepeep sanpaluMeaeT AMUHBIA CepTUdOMKAT

OTNpaBnATL aBTOMATUUECKM

® CnpawmeaTh KaxabliA pas
v 3anpawweats y OCSP-cepeepos NOATEEPXASHWE TEKYLLETD CTaTyCa CepTUOMKATOR MNpocMmoTp cepTMdKKaTOoB...

YcIpokcTea 3aWmThl...

B [lnanoroBom okHe «YTpaBieHUH cepTU(dUKaTamMim» BbIOMpaeM BKIAJKY «LleHTpsI
cepTuUKaIun» U HAKUMaeM KHONKY « IMIOpPTHPOBATh. ..», B HOSIBUBLIEMCS
JTMAJIOrOBOM OKHE BhIOMpaeM MpeocTaBlIeHHbIN KopHeBO# cepTudukat. KopueBoit
cepTuduKaT T0JDKEH OBITh peaBapuTenbHo ckomuposan Ha HXKMJI APM C30



o CepTudukaTt X

Obwre Coctae MyTe cepTUdMKaLIM

@.ﬁ Ceegennna o cepTndmkarte

HeT goBepuA K 3TOMY KOpHEBOMY cepThhukaTty
ueHTpa ceprundnkaymm. Yrobwl BrnounTs poBepue,
YCTAHOBHTE 3TOT CEPTHHKAT B XpaHuwnmue
[AOBEPEHHbIX KOPHEBbLIX CEPTHWIHMKATOB LUEHTPOB

cepTiudmKaLmn.

KoMy Bbigas: CA Root Sodal Objects

Kem Buigan: CA Root Social Objects
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YcTaHoBUTE CepTURMKAET. .. 3afBneHne NocTasLMKa

YcraHaBnuBaeM rajouky Ha MyHKTe «/{oBepsaTh npu uaeHTUGUKaNU BeO-CalTOBY U
HaxumaeM «OK»

3arpyska ceptudukata bt

Bam npegnararoT 40BEpATE HOBOMY LLeHTPY cepTMdmkaumm (CA).

Bul xoTuTe AOBEDH% «CA Root Social Objects= ana cneayowmMx HasHadyeHWA?
,ﬂosepmb npv MAEHTUGWKALWKM Beb-CalToB.

Dﬂosepmb NPy MAEHTMOWMKALWM MOAL30BATENER SNEKTPOHHOM MOYTHI.

lMepen Tem, KaK ONPeiennTLCA C AOBEEPUEM K 3TOMY LIEHTPY, PEKOMEHAYETCA NPOBEPUTE €70
CEPTUDKWKAT, MONMTUEY M MPOoUeaypbl (ECAW BO3MOXHO).

Mpocmotpets | TPOBEPUTE CERTMOMKAT LEHTPA

o

Bo3sBpamaemcs B paznesr « OCHOBHBIE»



(i) BalLa OPraHM3auuA 3anpeTuia E03MOKHOCTE M3MEHEHHA HEKOTOPLIX O Haiftn & HacTpoiikax

HacTpoek.

'I:} OcHOBHbIe

OcHoBHeIe
Q Hauano

3anyck
Q Mouck BoCCTaHOBMTL MPEABIAYILYH CECCHID
a MpUBaTHOCTb U Bceraa npoeepATh, ABNAETCA AW Firefox BalwmM 6pay3epoM No yMOAUaHHIO

3awwmTta Firefox He ABnAeTca Bawum Gpaysepom no
YCTaHOBWTE NO YMONYEHMID...
YMONUaHHIOo

IIponmcteiBaem no Bnaaku «llapamerps! cetn» u HaxkuMaeM KHONKY «HacTpounts...»

[TapameTpbl ceTm

HactpowTs, kak Firefox coeannaetca ¢ MiHTepHetom. MNoapobHee HactpowTs...

Bri6upaeM nyHkT «PyyHas HacTpoiika MPOKCH» U BBIMOJIHSAEM HACTPOHKY aHAJIOTMYHO
CKPHHIIOTY 3aMeHHB B 3-M okTeTe |IP-anpeca 3Hauenue 50 Ha xox Cyonekra PO
(ITpunmosxkenue Ne 3)

MapameTpel coeiMHEHUA X

Hactpolika npokcn ana goctyna B MHTtepHer
be3s npokcu
ABTOMaTWUECKN ONPeAenaTb HACTPOMKI NPOKCK ANA 3TOW ceTh
Mcnob30BaTh CUCTEMHBIE HACTPOAKM MPOKCK
@ PyuHas HacTpoiika NpoKcK
HTTP npokcn  10.0.50.52 Mopt 3128

WMcnonb3oBaTe 3TOT NpOKCK-CEPBEP ANA BCEX NPOTOKO/OB

SSL npokan . 10.0.50.52 Mopr 3128
FTP npokcu Hopt 0
¥3en SOCKS Mopx 0

SOCKS4 @ SOCKS5

He ucnonb3osarb NpoKcKk ana

localhost, 127.0.0.1

Mpwumep: .moxzilla-russia.org, .net.nz, 192.168.1.0/24

URL aBTOMaTMUeCKOR HacTpOWKW NPOKCK

OBHOBUTE
He zanpawmBaTte ayTeHTMdUKALMIO (eCAK BblN COXPaHEH Naponk)
Otnpaenate DNS-3anpocsl uepes npokcu npu ucnonszosanum SOCKS 5
Bratouwts DNS uepes HTTPS
URL  https://mozilla.cloudflare-dns.com/dns-query
oK Otmena Cnpaska

Haxumaem kHonky «OK».

Hacrpoiika okoHYeHa.



2. Jns npyrux Web-6pay3epos:

JIBa>K/AbI LIIETTKAeM MBIIIBIO Ha TIPEIOCTABICHHBINA CepTH(UKAT 1 HAXKUMAEM KHOTIKY
«YCTaHOBUTH CEPTUPHUKAT

an Ceptndmkat X

Ofwmre Cocrae MyTb cepTrduKaLym

(!;!Jﬁ Ceepgenna o ceprndmxare

Hetr posepnna K 3ToMy KopHesoMy cepTmbukaty
ueHTpa ceprudukaym. YTobbl BKNOUNTL [OBEpHE,
YCTAHOBATE 3TOT ceprmpmKaT B Xpannnmuye
AOBEPEHHbIX KOPHEBLIX CEpTHPHKATOB LIEHTpoB

ceprundmamm.

Komy Bbifjan: CA Root Sodal Objects

Kem Beiam: CA Root Social Objects
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YcTanosnTb cepTudmKarT... JaRBNeHnE NOCTaBLLMKA

[Tpu BeIOOpE pACTIONOKEHUS XPAHUIIHUILA BIOMpPAaeM MyHKT «JIOKaabHBIM KOMIIBIOTEPY» U
Ha)XMMaeM KHONKY «/Jlamee»

£% MacTep mmnopTa cepTndMKaTos

Mactep nmnopra ceptndukaToe

3TOT MACTEP NOMOrEET KONWPOBATE CEPTHEMKETEI, CIMCKKM AOBEPMA W CNMCKK 0T3LIES
CEPTMHMKETOR C NOKANEHOMD AMCKE B XPEHWIMILE CEPTUDMKITOE,

CepTUdMKET, BolAGHHEIM LEHTPOM CEPTUOMKALIM, SENASTCA NOATEEMHAEHWEN BalLER
MMUYHOCTH M COAEPHMT MHOOPMALIIO, HEOBX0AMMYIO AN SAWMTEI ASHHEIX MK
YCTEHOBNEHNA 3ALLMILEHHBIX CETEBRIX NOAKMDHEHMA, XPEHNNMWE CEpTMdHKAETOE —
5T0 0BNaCcTh CUCTEMBI, NPEAHAZHAYEHHER ANA XPAHEHUA CEPTHDMKETOE.

PacronoreHe XpaHunMwLa
() Texywmit nonbsosaTens

(®) NoxansHsli KoMMLOTED

[na NPofomHEHNS HEHMUTE KHoMKy ~fanee”,

& Janee OTtmeHa




Bri6bupaem pazgen «IlomecTuTs Bce cepTH(PHUKATHI B CIEAYIONIEE XPAHUIHIIE» U

HaknumaeM KHomnKy «O0630p». BeiOupaem nanky «/loBepeHHbIE KOPHEBbBIE IIEHTPbI
cepTuduKanum»

| Beibop xpaHunnwa ceptudmkara >

€ L% Mactep nmnopra cepTudikartos BrifepuTe XpaHunuWe cepTHHMKSTOE, KOTOPOE Bhl
XOTUTE WCNOMB30BATE.

" MsHoe ~
3
| NoBepuTEnbHEIE OTHOWEHMA & NpeAnpy
7| MpomeskyTouHEIE UEHTPEI CEPTUDMKELA

| NoBeperHbie unaTEM

XpaHwnuue cepTuhHKaToB

¥PaHUNMILE CEpTUDUKETOS - 3TO CUCTEMHBIE 0BNECTH, B KOTOPLIX
XPEHATCA CEPTUDUKATI.

= L
------ CERTARARATRL K KATAMNKIM HET ANREMA

Windows aETOMaTHYECKH BRIDEPET XPAHMIMLWLE, MAM BEl MOXETE YKEZATE < >
PAECTIONOHKEHNE CEPTHRMKATE BRYUHYHD,
[Inokasate dmsudeckie xpaHanaLa
() ABTOMBTHHECKH BLIDPETE XPEHWIMLLE Ha OCHOBE TMNa CEpTHDMKETE
(®) MoMECTHTE BrE CEPTUEMIKATHI B CNEAYIOWEE XDaHWIMILE Otmera
¥PEHUNMILE CEPTHMKATOE:
| | | Obzop...
Janee Otmena

Haxxumaem nocnegoBatenbHo KHONIKUA «OK» u «Jlamee»

€ &% Mactep wmnopTa cepTuduKaTos

3aBeplUeHWe MacTepa UMNOPTa cepTU¢NKaTOB

CepTuimaTt OYAET MMNOpTHPOBEH NOCNE HEMATHA KHOMKM ToTosn ",

BbINK yKasaHs! cNenyroWMe NapameTpel:

XPaHUNKWE CepTUDMKATOE, BiBpaHHoe Nnone3oeaTene  [JoBEPEHHEIE KOPHEBEIE LIEH
CoaepmMoe CepTudmMkaT
£ >

ToToeo OTtmena

Haxxumaem kHOonky «I'oTOBO».



B ctpoke noucka B MeHto «llanens 3anau» BBoguM TekcT «IlapameTpbl mpoKkcu-cepBepa
U HO)KMMAaeM Ha COOTBETCTBYIOILIYIO KHOMKY

Bce MpunaxeHua [ OKYMEHTHI MapameTpul HTepHeT Apyrue ¥

ObpaTtHan CBA3b

Jlyuwee cooTBETCTENE

@ MNapamMeTpbl NPoKCK-cepB:

MapameTpel cueTemel

MNapametpel

@ WMamenuTs NnapaMeTpbl NPoKcn-

cepBepa

@& WMameHenne napamMeTpos NpoKc-

cepBepa BpyUHYto

& WcnonbsoBaHne aBTOMATUYECKON

HAaCTPOKW NPOKCK-cepBepa

Mowuck B VIHTEpHeTe

| £ Mapametpbl npokcu-cepeepa - Cu.

pezyALTaTEl B VIHTepHETE

: ®

NapameTpbl NpokcK-cepeepa

> =T Otkpeme

L2
H L MNapawmetpsi npoxcu—cepsepa|

> MNapaMeTpsl CUCTEMBI

BeInonHseM HacTpOMKY aHAJIOTMYHO CKPUHIIOTY 3aMeHUB B 3-M okrete [P-anpeca
snaueHue 50 Ha ko CyonekTa PO (Ipunoxenne Ne 3), nanee HaKUMaeM KHOIKY

«CoxpaHHUTB»

Mapamerpor

@ [raeHan

| Haiitu napametp 0 |

Ceth u UnTeprer

B Cocrosnue

% Wi-Fi

] Ethernet

HaBop Homepa

°° VPN

£°  Pexum «e camosneres
€D MoBuneHeili xoT-cnoT
S Wcnonsaceanme Aantbix

& Npokcn-cepsep

Mpokcn-cepBep

ABTOMAaTUUecKkas HacTpolika NpoKcU-cepeepa

Vien nps peepa ann % k Ethernet nnmn
CeTAM Wi-Fi. 371 NapameTpal HE MPUMEHAKOTCA Ans VPN-NOAKTIOUeHME.

OnpeaensTs napaerpul asToMaTMueck
@ omn
Vicnonssoeats cueHapuil HacTpoRiK

@D omn

Aapec cuemapun

CoxpanuTe

HacTpoiika NpoKcu BpyUHyto

Vien npe peepa ans # k Ethernet nnm
ceTam Wi-Fi. 371 NapameTpal He NpUMeHAIoTCs Ans VPN-NoAKIIOUeHME.

Vicnonssosats npokcu-cepeep

@D &
Aapec Mopr
10.0.50.52 3128 x

He WCNoNL30BaTE NPOKCU-CEpREp ANA 3APECOE, KOTOPLIE HAUMHAIOTCA C
YKazaHHLIX HIbKe 3aniced, Jan PasASACHHA JaNMcelt MENoALaYTe ToUKY
¢ sanAToN ).

localhost, 127.0.0.1

He uc np peep ans (HyTpUCETEBEI)
azpecos

CoxpanuTs

Hactpolika okoHueHa

IIpu BO3HMKHOBEHUHM NPODJIEM € YCTAHOBKON KOPHEBOI'0 CepTU(PHKATA HEOOXO0AUMO
00paTUTHLCA B €Iy K0y TEXHHYECKOH MOAAEPKKH N0 TesiepOHY (KPYIJI0CYTOYHO)

8(800) 301 3231



